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1 Requirements

1.1 Supported operating systems

The application is built for both Intel and Arm64 (M1+) based macOS operating systems
using the electron framework which requires a minimum operating system version to
function. true-Sign V will use the latest version of electron available at the time of release
to include the most up to date security patches. Therefore, newer versions of true-Sign V
will no longer guarantee compatibility with end-of-life macOS operating systems versions.

The following table list the minimum OS requirements for version of true-Sign V:

true-Sign V Electron version  Oldest supported macOS version

1.0.0-1.03 | 26.2 10.13 (High Sierra)

1.0.4 34.1 11.7.10 (Big Sur)

1.2  Required outgoing connections
1.21 DigiCert One Signing Service

To add your DigiCert One credentials and to sign documents, the application needs to
perform HTTPS requests to the DigiCert One Signing Service (https://digicert.com) and its
subdomains (depending on the provider / region to be used).

This table list the required outgoing connections:

Provider URLs

DigiCert One America | https://one.digicert.com/

DigiCert One CH https://one.ch.digicert.com/

DigiCert One EU https://one.nl.digicert.com/

1.2.2 Single sign-on (SSO) provider

DigiCert offers single sign-on login using SAML 2.0. This authentication flow requires
outgoing network access to your IDP provider and its resources (JS, CSS, ...).

V1.0.4 - 03/2025 5
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2 Installing true-Sign V

After downloading the installer, double click the .pkg file to start the installation:

ece < Downloads

i
133

B0 0 0 Q

@ AirDrop

= true-Sign-V-1.0.0-universal.pkg 181.8 MB Installe..ackage

@ Recents
A Applicati...
[ Documents

® Downloads

The installer will guide you through the installation:

[ ] @ Install true-Sign V 8 L @ Install true-Sign V
Welcome to the true-Sign V Installer Software Licence Agreement
Welcama 1o the true-Sign V installer for macOS. End-User License Agreement (EULA)
® Introduction Introduction S

true-Sign V is an application that allows creating cigital signtures in local i i

appications using a remole signing service. Pleasa note that you wil ® Licence This EULA spplies to Swiss IT Security AG proprietary software
nesd an account with a supported remols Sighature service 10 use this products licensed to the Customer. Unless otherwise agreed in a
application. written contract between Swiss IT Security AG and Customer,

Customer explicitly accepts the following terms and conditions when
the License Material is installed and / or used for productive-,
evaluation- o testing purposes.

1 Introduction

This € Soct ©
the Customer. Unless otherwise agroed In 3 wrtten conlract botwaen Swiss IT
Securly AG and Customer, Cusiomer explicily acospts the foloing ferms and
condiions when the License Material is istslied and / o used for productive,
evaluslion- of 1esting purposes.

It is prohibited install or use e License Material in any manner whatsoever # the

1.1 Definition
111 Customer
Person, company or omanizstion who s instaing and | or using the Licsnse

oo Continue Print... Save.. GoBack  Continue

@ Install true-Sign V f ] & Install true-Sign V'
Software Licence Agreement Select a Destination
End-User License Agreement (EULA)
Introduction June 2016 Introduction How do you want to install this software?
® Licence This EULA applies to Swiss IT Security AG proprietary softwars Licence
. a

: ® Destination Select )
~ To continue installing the software you must agree to the terms of the i [ Install for all users of this computer

software licence agreement.

Click Agree to continue or click Disagree to cancel the installation and quit & Install for me only
| the Installer. =
®
T
o
Read Licence Disagree Agree =
y Installing this software requires 4236 MB of space
You have chosen to install this software for all users of
1.1 Definition this computer.

141 Customer

Peraon, company or organization who s installng acd | of using the Licenae
.é Print. Save, Go Back Continue Go Back Continue

Depending on your macOS version, the dialogs shown may differ.

You can install true-Sign V for all users or only for yourself (Install for me only).
Note that installing the application for all users requires administrative rights.

V1.0.4 - 03/2025 6



[ ] @ Install true-Sign V
Standard Install on “Macintosh HD"

Introduction This will take 423.6 MB of space on your computer.

Licence Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will be

Destination Select
® Installation Type

able to use this software.

Change Install Location..

Ld @ Install true-Sign V

The installation was completed successfully.
Thank you for installing true-Sign V for macOS.
Introduction
Ater starting true-Sign V. the application can be accessed using the
Licence application kon in the menu bar,
Destination Select
Installation Type
Installation
® Summary

Go Back Install

keyon / true-Sign V
macOS User Guide
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@ Install true-Sign V'

Installing true-Sign V

Introduction
Licence
Destination Select

Installation Type Writing files...
# Installation

@ Install true-Sign V

The installation was completed successfully.

Thank you for instaiing true-Sign V for macOS.
Introduction

e S “e accessed using the
Licence
Destination Select
Instailation Type w W
Installation

® Summary Do you want to move the “true-
Sign V" Installer to the Bin?

To keep this package In lts current
location, click Keep.

After the installation is complete, true-Sign V is available from the Launchpad under the
name true-Sign V with the following application icon:

V1.0.4 - 03/2025
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3  Using true-SignV

3.1 Starting true-Sign V

After starting true-Sign V from the Launchpad, a new icon ™ is placed on the menu bar:

~ @) <+ Q & Wed24Jan 13:38

@ The first start after the installation may take longer than usual.

Adobe Acrobat Reader, true-Sign V will automatically be started when the
application loads the PKCS#11 library and tries to access the certificates and
keys.

@ If you have registered the true-Sign V PKCS#11 library in an application such as

Clicking on the icon opens the application menu:

W & U ®© = O - * Q Wed 24 Jan 13:38

Accounts...
Logout all accounts

About true-Sign V...
e RN
L
With the following options:

Accounts... Open the accounts dialog where you can add, refresh, or remove
your DigiCert One account.

Logout all accounts  If you have logged in to DigiCert One for creating a signature, the
DigiCert One login is cached until you close the application.
DigiCert One requires a new logon after some time has passed.

By selecting Logout from accounts, you can clear the cached
information at any time. The next signature or account refresh
operation will require a new authentication with DigiCert One.

About true-Sign V... Opens the about dialog where you have quick access to the log
file and the absolute path of the PKCS#11 library for registration
with applications such as Adobe Acrobat Reader.

Quit Quit the true-Sign V application.

V1.0.4 - 03/2025 8
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3.2  Adding your DigiCert One Account

After the initial installation, no accounts are configured. Add your DigiCert One account by
clicking on the menu bar icon and selecting Accounts... :

L ] true-Sign V - Registered Accounts
Certificate Expires Status Certificate
Account
Add
No accounts for creating digital signatures available
Click 'Add' to add your first account
@

Click the Add button to open the provider selection dialog:

(] true-Sign V - Add Account

Please select your account provider:

DigiCert One America
DigiCert One America (Demo)
DigiCert One CH

DigiCert One EU

DigiCert One EU (Demo)

Cancel Add...

V1.0.4 - 03/2025
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Select the region where your DigiCert One account was created. Click Add... which opens a
browser window to let you log in to your DigiCert One account:

true-Sign V - Sign in to demo.one.ch.digicert.com

digicert ONE

L true-Sign V - DigiCert ONE ™

d|g|cert ONE Sign in to your account

Vislcome to DigiCert ONE! Keyen 0SG Test 2 hos e
partnered with us for your signing services. martin christinati@sits.ch

Sign in to your account

After the successful authentication, the certificates associated with your account are now
available in the account dialog:

® true-Sign V - Registered Accounts
Certificate Expires . Status Certificate
DigiCert One CH (Demo)
® martin christinat 19.10.2025 Ok
Account
Add
@

Depending on the number of credentials, it may take a few seconds after the
browser windows closes for the credentials to appear in the account window.

V1.0.4 - 03/2025 10
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Showing certificate details

To show the details of a specific certificate, select it in the account dialog and click on

Details:

Certificate

true-Sign V - Registered Accounts

Expires Status

Certificate

martin christinat

DigiCert One CH (Demo)
Details

19.10.2025 Ok

Account

Add
Remove
Refresh

Manage...

@

A new window will open showing the details of the selected certificate such as lifetime and

fingerprints:

Serial Number
Signature algorithm
Issuer name

Not Valid Before

Not Valid After

Subject Name

Public Key Algorithm
Subject Key Identifier
Authority Key Identifier
Key Usage

Extended Key Usage
CRL Distribution Points
Fingerprint (SHA-1)
Fingerprint (SHA-256)

true-Sign V - Certificate Details

6209a2c2b4828c1e02b9c4348ebf26769dedd8ab

SHA256-RSA

CN=QuoVadis No Reliance ICA G3,0=QuoVadis Limited,C=BM
Thursday, 20-Oct-22 14:05:12 CEST

Sunday, 19-Oct-25 14:05:11 CEST
SERIALNUMBER=9999-9999-8557-0374,CN=martin christinat,C=CH
RSA

7E 6B A0 2C B4 87 63 B0 4E 18 E2 CA A3 48 B5 5D A4 E1 41 EE
7CB1A7283017 79 72 7A 68 9E 6A 19 OF D6 6E A1 35 C8 3E
Non-repudiation

E-mail protection (1.3.6.1.5.5.7.3.4), Unknown key usage (1.3.6.1.4.1.311.10.3.12)
http://crl.quovadisglobal.com/gvnicag3.crl

FF2B C7 3390 7D 42 0A 7EDF F2 D9 8B DD 1EE4 EC 71 BC 7F

99 F5 AE CO 46 80 B5 81 1C 32 EC 22 CE C9 CF E2 28 CB 2E FE OE 9C EA CE
0D 31F3217A9B 21 AA

Close

V1.0.4 - 03/2025
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3.4 Refreshing a registered account

If credentials are added or revoked in your DigiCert One account, select a certificate in the
account, and click on Refresh:

[ ] true-Sign V - Registered Accounts
Certificate Expires Status Certificate
DigiCert One CH (Demo)
: v Details
martin christinat 19.10.2025 Ok
Account
Add
Remove
Refresh
Manage...

If your login has expired or you just started a new session, you will be asked to login to your
account again:

[ ] true-Sign V - DigiCert ONE [ ) true-Sign V - Sign in to demo.one.ch.digicert.com

digicert ONE

digicert ONE Sign in to your account

DigiCert OME! Keyon CSC Test 2 has -
th us for your signing services. martin christinat@sits.ch

Sign in to your account

Usemame

A notification is shown after a refresh has completed (if allowed in macOS):

true-Sign V
Your account DigiCert One CH (Demo) has
been refreshed

V1.0.4 - 03/2025 12
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3.5 Open the management page for a registered account

The DigiCert One Document Manager page of an account can be opened by selecting one
of its credentials and clicking on Manage... :

[ ] true-Sign V - Registered Accounts
Certificate Expires Status Certificate
DigiCert One CH (Demo)
- — Details
martin christinat 19.10.2025 Ok
Account
Add
Remove
Refresh
Manage...

The DigiCert One page will then be opened in Safari. Note that you will have to login
regardless of any valid cached credentials in true-Sign V:

ece M~ © @ & roonechdgicertcom Bae, @ M + O »

) @) DigiCert ONE

Sign in to your account

Username

V1.0.4 - 03/2025 13
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3.6 Removing a registered account

Select a certificate belonging to the desired account and click on Remove... :

[ ) true-Sign V - Registered Accounts
Certificate Expires Status Certificate
DigiCert One CH (Demo)
Details
martin christinat 19.10.2025 Ok
Account
Add
Remove
Refresh
Manage...

A confirmation dialog is shown before the account will be removed:

@ true-Sign V - Confirm account removal

This action will remove:
2 credential(s) of DigiCert One CH (Demo)

Are you sure you want to remove the account and the
associated certificates from this true-Sign V instance?

You can always add the account again later.

No Yes

Removing an account only affects the local true-Sign V installation. The DigiCert
One account and the associated credentials are still available after the removal
and can be added back if required.

V1.0.4 - 03/2025 14
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3.7 Accessing the log and PKCS#11 library path

The About window is accessible by clicking on the menu bar icon and selecting About true-
Sign V... :

@ About true-Sign V

digicert +

QuoVadis Signing Service

Cryptoki library: /Applications/true-Sign V.app/libTrueSignVP11.dylib

true-Sign V, 1.0.0, © 2024 Swiss IT Security AG Show log Close

Show log opens the log viewer.

The path of the installed true-Sign V PKCS#11 library is visible in the About window. It needs
to be registered in applications supporting PKCS#11 libraries that will create digital
signatures:

Cryptoki library: /Applications/true-Sign V.app/libTrueSignVP11.dylib

You can click on the library path to highlight and select the text with the 3 c key
combination to copy the selection to the clipboard.

The path differs if true-Sign V is installed for all users of the computer or just for
your user account.

V1.0.4 - 03/2025 15
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4  Configuration

4.1 Application configuration

The application specific settings can be adjusted within the config.json file. These settings
influence the behavior of the client.

411 Location of the config file

The location of the config file depends on the type of installation:

System-wide installation (for all users)
a) Open Finder

b) Click Go in the Finder menu bar and select Applications

ene < Applications R BB v ®v Q
Stickies Stocks Suspicious System Settings TextEdit
Package
AirDrop
X [
@ Recents ~ .
sty S )Q
A Applicati. S~ .
 Documents Time Machine true-Sign V ™v Utiities Visual Studio
@ Downloads Sooe
&= >_
iCloud Dri N
Shared vie Voice Memos Weather WebSSH WireGuard
Doc &
Vi
® Red Xcode
& Greon

User-only installation (me)
a) Open Finder

b) Click Go in the Finder menu bar and select Home

° < christinat g = O 2 = @~ Q
% AirDrop | | m ™ = ™
@ Recents
A Applicat Applications Desktop Documents Downloads eclipse Movies
(Parallels) workspace
[y Documents
@ Downloads ™~ ™~ m— | |
iCloud Dri Music Parallels Pictures Public Applications
? Shared
)} DOC
® Red
a ceeen

V1.0.4 - 03/2025 16
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c) Open the Applications folder

® < Applications 8 = M 2 =R @~ Q

@ Downloads

iCloud Dri.
P Shared

£ poc

® Red

& Geeen

After you opened the application folder, right click true-Sign V and select Show Package
Contents to reveal the config.json file.

s Open
m Show Package Contents

Move to Bin

Get Info
Rename

V1.0.4 - 03/2025 17
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4.1.2 Edit the config file
1. Right click config.json in the true-Sign V folder and select Open With > TextEdit.

< true-Sign V 88 = [ @ 555 |,
[, [N [, -
(confio s S a
Open With > B Xcode (default) i
@, Move to Bin € Microsoft Edge (121.0.2277.83)
€ Microsoft Edge (120.0.2210.144)
Get Info X
- @ Microsoft Excel
Rename
provider S Notes
Compress “config.json” =
3 @ TextEdit
Duplicate
« Visual Studio Code
Quick Look
c App Store...
]
& Other...
Share...
2. In TextEdit, change your desired settings:
® f config.json

“Language”: "de",
“ShowTrace": false,

"LogLevel": 1,

"LogsToKeep": 5,

"ConnectionMode": "Rest",
"PkesllConngctionString™: “53957",
""ShowHideCertificateCheckbox": false,
"NotificationLevel": 1

3. Save the config.json file.
You may not be able to save the config.json file in the original location if
true-Sign V was installed for all users. Save the file in another location and

use the Finder to replace the original file with the file saved in a writeable
location.

4. Close and restart true-Sign V.

V1.0.4 - 03/2025 18
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4.2 Adobe Acrobat Reader
4.2.1 Configuring the true-Sign V PKCS#11 Module

Start Adobe Acrobat Reader and open the Preferences... from the menu or using the 3§,
key combination:

@& AcrobatReader File Edit View Window Help

@ About Adobe Acrobat Reader
About Adobe Plug-Ins...

Preferences... ®,

Accessibility Setup Assistant...
Re

Services > mended tools for you
St

Hide Adobe Acrobat Reader

Hide Others d comments (
M Show All notes, highlights, and St

>tations. e

Ye Quit Adobe Acrobat Reader

wac o U

Scans

In the preferences window, select the Signatures category and click More... in the Identities
& Trusted Certificates section:

Preferences
Categories:
Digital Signatures
Intemet Creation & Appearance
JavaScript
Languags « Control options for signature creation More...

« Set the appearance of signatures within a document
Measuring (2D)
Measuring (3D) Verification
Measuring (Geo)
« Control how and when signatures are verified More.
Multimedia (legacy)
Multimedia & 3D
Identities & Trusted Certificates
Multimedia Trust (lega...

Reading - Create and manage identities for signing More.
o + Manage credentials used to trust documents
Reviewing
Search
Document Timestamping
Security

Security (Enhanced) - Configure timestamp server settings More...

Spelling
Tracker
Trust Manager

Units

cancel (D

V1.0.4 - 03/2025 19
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In the settings window opened, select PKCS#11 Modules and Tokens and click on Attach
Module:

Digital ID and Trusted Certificate Settings

v Dignalids attach Module  Detoch Module 4 Refresh
Roaming |0 Accounts Module Man... Library Path
Dighal 0 Fes

Keychain Digital IDs

fressieddsandTeiers  Napage PKCS#11 Modules

Trusted Certificates
This is a list of loaded PKCS#11 modules. You can load additional modules to gain access to new

cryptographic devices

Paste the path you copied from the true-Sign V about dialog (see Accessing the log and
PKCS#11 library path) into the Library Path field and click OK:

Locate a PKCS#11 Module

Library Path | libTrueSignVP11.dylib

cancel (D

The true-Sign V PKCS#11 module should now be shown along with its information:

Digital ID and Trusted Certificate Settings

v Dglios Attach Module  Detach Module 4% Refresh
Roaming |D Accounts Module Man... Library Path
Swiss L.urity AG ign V. i .dylib
Digital D Files — o

Keychain Digital IDs

t e Module Manufacturer ID: Swiss IT Security AG
Trusted Certificates Module Description: true-Sign V PKCS#11 Library
Library Version: 3.1
Cryptoki Version: 2,20
Library Path: /Applications/true-Sign V.app/libTrueSignVP11 dylib

V1.0.4 - 03/2025 20
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To show the certificates available, open the PKCS#11 Modules and Tokens node and
subnode by clicking on the angle brackets:

Digital ID and Trusted Certificate Settings

v Dgualos ¥ 7+ P centificate Details ¥ Export 4% Refresh & RemoveID
Roaming ID Accounts Name ~  Issuer Expires
Digital 1D Fles martin christinat QuoVad..ICA G3 20251..:05M 2
Keychan igal s
o PKCS Moduesand Tokens D
o WesgvKcSmLboy Issued by: QuoVadis No Reliance ICA G3
= QuoVadis Limited
E Valid from: 2022/10/20 13:05:12 40100
Tusted Certites Valid to: 2025/10/19 13:05:11 40100

Intended usage: Non-Repudiation, Email Protection, Document Signing

4.2.2 Creating digital signatures

To digitally sign a PDF document, first select All tools and then select Use a certificate:

008 @ ruwstow %+ cme lo) signin

Alltcols  Edit  Convert  E-sign Findtextar toeks Q e 6 o=
All tools *
a Frepare atom

Helio 1 F

A Fussg

) Convert tn POF

2, adds samp

£ Use ncerttcnts

LRGN - |

B use print preduction

& Messure oljects

) Compare s

[ Add rich media
Send for cemments

B Use guided actions !

@ Prepore for accessibity

Eb Apply POF standards

dd search index

Comvert et snd -5 POF
forms & agreements.

PP EQ <

You may need to select View more at the bottom of the tools panel for the Use a certificate
tool to appear:

L% Usea certificate

V1.0.4 - 03/2025 21
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Finally select Digitally sign to create the signature:

. ® T testo X+ Ceste ® .
Alitcols  Edit  Convert  Eign ritote b O, | B B S | @ &
< Usea certificate * “ Q
¥
2 oigially sgn [} Helio 1 ;
k]

[3 nestamp 2,

e,

w

ﬂo
1
3
c

Carwert, adit and e-5ign POF

forms & agreements. .
= a
a

An instructions window is shown:

Using your mouse, click and drag
to draw the area where you
would like the signature to

appear. Once you finish dragging

out the desired area, you will be
taken to the next step of the
signing process.

Do not show this message again

After selecting the placement of the signature, the certificate to use must be selected. The
dialog will show all available certificates of the accounts registered in true-Sign V. Note that
certificates provided by true-Sign V are shown with the PKCS#11 device tag:

Sign with a Digital ID X

Choose the Digital ID that you want to use for signing:

3 martin christinat (PKCS#11 device View Details
[- B
" Issued by: QuoVadis No Reliance ICA G3, Expires: 2025.10.19

® g v g0
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After pressing Continue, you can customize the signature if necessary:

Sign as "martin christinat” X

Appearance  Standard Text v
. Digitally signed b
martin b Bk

martin christinat
Date: 2024.01.24

christinat 3659 +0100

[ Lock document after signing View Certificate Details
Review document content that may affect signing

After clicking Sign, provide a location to save your signed PDF document:

save as: | _test_digitally_signed

Tags
where: [ Documents v

Format: Adobe PDF Files %]

After clicking Save, the digital signature is requested from the true-Sign V application. You
will be asked to log in to your account If your current DigiCert One session has expired:

[ ] true-Sign V - DigiCert ONE L ] true-Sign V - Sign in to demo.one.ch digicert.com

digicert ONE

digicert ONE

Sign in to your account

Welcome to DigiCert ONE! Keyon CSC Test 2 has

partnered with us for your signing services: marfin christinat@sits.ch

Sign in to your account

The signature needs to be authorized which depends on the type of certificate:
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AATL certificate

Requires a confirmation on the Go>Sign
Mobile app:

] true-Sign V - Authentication

digicert

DigiCert One CH
Manage..

Please authorize this signature in the Go>Sign
Mabile app.

Cancel in 2m 54s Cancel

Authorise the signature on the Go>Sign
Mobile app registered with the DigiCert
One Account:

14:514

REMOTE AUTHORISATION  CANCEL

=

Do you wish to authorise?

true-Sign V: The application 'AdobeReader’ requests a
signature with the credential ' MARTIN-CHRISTINAT-CH-
ZertES-NP-DSM-04-00-2023-14-09" on the computer ".
[92013¢55]

AUTHORISE

Requires entering a one-time passcode:

] true-Sign V - Authentication

digicert

DigiCert One CH (Demo)
Manage..

Gancel in 2m 57s Cangel

Request a new OTP from your OTP app
registered with the DigiCert One Account
(e.g. Google Authenticator). nter the OTP
to the One-time passcode field and click
Next:

] true-Sign V - Authentication

digicert

DigiCert One CH (Demo)
Manage..

885738

Cancel in 2m 30s Cancel Next
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After a successful authorization, the digital signature will be created by the DigiCert One
Signing Service and added to your PDF:

@ Tt testdgtally_sgredpdt X 4+ Geme . -
Mitools Edt Cowert  ESign e IR
Q
Helio 1 o
®
1 Digitally signed by

ma rtl n martin christinat

1cti Date: 2024.01.24

ChrIStlnat 13:57:26 +01'00'
C
= ereeie il c
°
Q

Adobe Acrobat Reader may show the signature as untrusted if the issuing
certification authority is not on the trusted authorities list. You can update the
Adobe Approved Trust List (AATL) and the European Union Trusted Lists (EUTL)
under the Trust Manager category. The trust can also be set manually.

4.2.3 Errors when creating digital signatures

In case of an error, e.g. wrong OTP, service timeout, network issues etc. true-Sign V will
show an error window:

Error creating signature

Invalid eredential type OTP.

Adobe Acrobat Reader will show a PKCS#11 error after closing the true-Sign V error
window:

Error Information

Error encountered while signing:

PKCS#11 Error
Error Code: 0x30
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4.2.4 Removing the true-Sign V PKCS#11 Module

The true-Sign V PKCS#11 module should be removed if you no longer use true-Sign V to
create digital signatures in Adobe Acrobat Reader.

In the preferences window, select the Signatures category and click More... for the
Identities & Trusted Certificates section to open the Digital ID and Trusted Certificates
Settings window (see Application configuration):

Digital ID and Trusted Certificate Settings

wo IR Attach Module  Detach Module &% Refresh
e e Module Man... ~  Library Path
Digital 1D Files. Swiss |..urity AG  JApplic...P11.dylib

Keychain Digital IDs

v ik Module Manufacturer ID: Swiss IT Security AG
- truse-Sign W PKCSHTI Libirary Module Description: true-Sign V PKCS#11 Library
Library Version: 3.1
Cryptoki Version: 2.20
Trusted Certiflcates Library Path: /Applications/true-Sign V.app/libTrueSignVP11.dylib

v

Select the true-Sign V PKCS#11 module in the list and click on Detach Module to remove it
from Adobe Acrobat Reader:

Digital ID and Trusted Certificate Settings

~  Dgitalins Attach Module A Refresh
Roaming ID Accounts Module Man... ~ Library Path
Dighal 15 Fies
Keychain Digital IDs

PrCEMModissandTolens 6 g nage PKCS#11 Modules
Tusted Cerlcates
This is a list of loaded PKCS#11 modules. You can load additional modules to gain access to new
cryplographic devices

You should remove the true-Sign V PKCS#11 module before uninstalling the true-
Sign V application to prevent delays and errors in Adobe Acrobat Reader.
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4.3 Single sign-on (SSO) configuration (V-1.0.4)

By default, true-Sign V only allows the execution of JavaScript originating from the same
source as the content. Certain identity providers (IDP), like Microsoft Entra ID, require
external scripts to complete the authorization flow. If your IDP relies on external scripts,
their source domain needs to be added to a whitelist within the user configuration file.

The following IDPs are already preconfigured when installing true-Sign V starting V-1.0.4:

IDP Whitelisted domains
Microsoft Entra ID https://aadcdn.msauth.net/
4.31 Adding allowed script sources

The whitelist of allowed script sources can be extended by adding the required domains to
the config.json configuration file:

1. Open your user's configuration file (see ).

2. Locate the AllowedScriptSources parameter and append your required domains
to the array. Example with https://MY.IDP.COM/:

"AllowedScriptSources": [
https://aadcdn.msauth.net/,
https://MY.IDP.COM/,

1s

Restart the client.
432 Disabling the allowed script sources whitelist

The allowed script source whitelist can be turned off. This can be helpful for testing
purposes. You can for example verify that your IDP is configured correctly before
whitelisting.

"DisableCsp": true

Restart the client.

login process. This will make the application susceptible to Cross-Site Scripting

@ Disabling the whitelist will deactivate the Content Security Policy (CSP) during the
attacks by allowing it to load scripts from any source.
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4.4  HTTP proxy configuration
An HTTP proxy can be configured by setting the proxy address in the configuration file:
1. Open your user's configuration file (see ).

2. Locate or create the ProxyAddress parameter and set the address of your HTTP
proxy:
" ProxyAddress": "https://proxy.mySite.com"
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5 Uninstalling true-Sign V

5.1 Prerequisites
*  Quit true-Sign V using the menu bar menu if it is still running:

) @ U & O B m) 5 Q 8 Wed24Jan 13:38

Accounts...
Logout all accounts

About true-Sign V...

” Quit

e

= Remove the PKCS#11 module from each registered application, e.g. Adobe Acrobat
Reader (see )

* Quit any running application for which the true-Sign V PKCS#11 library was registered,
e.g. Adobe Acrobat Reader. You may not be able to remove the PKCS#11 when
uninstalling true-Sign V if any application is still using it.

5.2 Remove the true-Sign V application
5.2.1 When installed for all users

1. Open Finder

2. Click Go in the Finder menu bar and select Applications

® < Applications 83 ¢ = Oy Q

Stickies Stocks Suspicious System Settings TextEdit

@ wtv Fsel )Q

Time Machine true-Sign V ™v Utiities Visual Studio
Code

= 8 0 O
iCloud Dri U

' Shared vie Voice Memos Weather WebSSH WireGuard

3. Move true-Sign V to the Bin
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1. Open Finder

2. Click Go in the Finder menu bar and select Home
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eve 4 christinat 88 = @m = @~ Q
® Arbrop —_— E _— -— —_— TEIT
@ Recents D o
A Applicati.. Applications Desktop Documents Downloads eclipse- Movies
D) G (Parallels) warkspace
@ Downloads 1 [, - F—@ -—@ -—A
_ | - e | —
< iCloud Dri... Music Parallels Pictures Public Applications
£ Shared
& poc
® Red
P
3. Open the Applications folder
eve 4 Applications 8 = O 2 = @~ Q
# AirDrop
@ Recents f
A Applicati.

[ Documents

@ Downloads

™ iCloud Dri...

=2 Shared

£ boc

® Red

& _Green

true-Sign v

4. Move true-Sign V to the Bin or select Move to Trash using Control-click (secondary

click):
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5.3  Removing user settings

Uninstalling the true-Sign V application will not delete any user-specific configurations.
Those include the user's settings and list of registered accounts located in the
“~\Library\Application Support\true-Sign v” folder.

If you do not intend to install true-Sign V again later, you can remove the user data:

1. Open Finder

2. Click Go in the Finder menu bar and hold down the Option (Alt) key.

3. The Library entry now appears in the Finder > Go menu.

4. Clicking Library directly opens the hidden User Library folder in a new Finder window
5. Open Application Support

ece < Library B8 = O R Zv i O O Q
AirDrop [ ——1 e, s, ——— e
@ Recents
A Applicati Accessibility Accounts AppleMediaServic  Application Application Assistant
‘ es Scripts Support
[ Documents o =
® Downloads e — — —— e —
iCloud Dri. Assistants Audio Autosave Biome Caches Calendars
Information
¥ Shared
-_— -_— -_— -_— -_— -_—
poc
CallServices CloudStorage ColorPickers Colors com.apple.aimlin com.apple.applea
strumentation ccountd
® Red
P — -_— [ -_—— [ — -_—
8 Geeeo

6. Move the true-Sign V folder to the Bin

[ ] < Application Support 8B = m 2 Z- 0 Q@ O~ Q
Docker Desktop FaceTime FileProvider Google homeenergyd icdd
) AirDrop
@ Recents fi— ™ | ] — ™ | ]
A, Applicati
[ Documents icloud iMovie Knowledge Microsoft Microsaft Microsoft
® Downloads Defender Defender Helper
— _— _— —_— _— —_—
iCloud Dri
? Shared Microsoft Edge MobileSync etworkservicepr nomic.ai org videolan.vic Stellarium
axy
—_— -_— -_—
3 DOC
SyncServices Teams
® Red Y ]
& Green
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3) Known issues

6.1 User interface language

Currently, English is used as the Ul language for true-Sign V and the DigiCert One web page
used for authentication.

It is possible to set the Ul language to German by changing an entry in the config.json file:
1. Open the config.json file (see Application configuration)

2. InTextEdit, add or edit the line "Language": "de", (includingthe commas) before the
other settings.

"Language": "de",

6.2  true-Sign V account window moved to front
unexpectedly

If the true-Sign V account window is open, PKCS#11 library calls by an application, e.g.
Adobe Acrosbat Reader, can cause the account window to become the topmost window.
Just close the account window in this case to prevent further distractions.

6.3  Closing true-Sign V while Adobe Acrobat Reader is still
open

If you close true-Sign V while Adobe Acrobat Reader is still open, the information cached in
the PKCS#11 library gets out of sync with true-Sign V and creating a digital signature in
Adobe Acrobat Reader will fail. Close and re-open Adobe Acrobat Reader to allow the new
process to fetch the correct information.

6.4 Adobe Acrobat Reader does not show the certificates

If the Adobe Acrobat Reader does not show the credentials present in the true-Sign V
account dialog when creating a signature, make sure that the PKCS#11 library is properly
registered. If the problem persists, close and restart Adobe Acrobat Reader to make sure
that any cached credential information is refreshed.
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